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Abstract—Classical Information Technology (IT) systems and
Operational Technology (OT) are quickly converging technically.
Furthermore, the upcoming digitalization, the corresponding in-
formation transparancy and the increased number of networked
systems poses new challenges on the security of industrial pro-
duction systems. In order to perform an analysis of the current
security situation of manufacturing companies in Germany, an
empirical survey has been conducted with companies of different
sizes ranging from small and medium-sized enterprises to large
enterprises of the DAX-30. The companies are mainly from the
area of discrete manufacturing. The survey has been performed
either by individual interviews or by an online questionnaire. The
main analysis results as well as other findings and conclusions
are presented in this work.

I. INTRODUCTION

For most of the last decades production networks, also
referred to as operational technology (OT), and classical IT
systems lived in their own, different realms. IT systems usually
completely depend on standard Internet protocols like Ether-
net, IP, TCP/UDP. OT networks are based on specific fieldbus
networks like PROFIBUS, Modbus, PROFINET, EtherCAT
and a variety of vendor specific solutions like the programable
logic controller (PLC) Siemens S7 [1]. Similar to the different
protocol stacks, both types of networks utilised different
physical communication channels.

But even more important, OT and IT networks face quite
different requirements concerning performance, safety and
security. IT networks usually do not need hard real time perfor-
mance whereas OT networks managing critical infrastructures
very often demand timing guarantees. Furthermore, safety
is a primary concern in OT networks while IT has learned
painfully that security is of highest importance. Consequently,
production engineers from the OT world and IT engineers
have adopted their own notions, techniques and priorities. The
establishment of a comprehensive security program in order
to secure the OT devices against attacks has not been one of
the main tasks on this priority list [2].

However, the areas of IT and OT seem to converge tech-
nically since the advent of the Industrial Internet of things
(IIoT) and initiatives like the German Industrie 4.0. These
trends enable a digital networking of people, products and
machines, and allow an intelligent data processing, as well

as new digital value-added services and business processes.
Although independent and precise quantitative data is almost
not available, this indicates that classical OT technologies
are stagnating while IT technologies in production networks
are increasingly adopted [3]. Hence, while protocols change
to standard Internet technologies and channels open up for
Internet protocols, the requirements for both areas are still
fundamentally different.

The consequences are obvious. The new quality of infor-
mation transparency and digital opening of physical systems
[4], [5] (e.g. production machines) raises numerous issues
concerning the cyber security of systems [6]. The security
threats well-known in classical IT are now able to target
OT devices. These devices usually face those threats almost
helplessly since their design objectives in most cases do not
include any hardening against security attacks. Exemplary
threats are process manipulation or shutdown by cyber attacks
[7], loss of know-how, insufficient product protection or a
disclosure of sensitive personal data. For example, there is
a high risk that security attacks might result in severe failures
of OT leading to dramatic consequences on humans, the
environment and machines.

As a consequence, the security situation in OT networks
changes significantly. But how are companies actually po-
sitioned to meet this challenge? Especially for European
economies, with its strong position in manufacturing and
its manifold initiatives to make production more flexible
using communication networks, this question may become
essential for survival already in the near future. Of course,
there are valuable conceptual studies [8], [9] and collections
of recommendations [10]–[12]. However, the question arises
whether these best practices are actually implemented by
manufacturing companies and if yes to what extend. Therefore,
in a first, short survey the current state of cyber security in
production networks has been identified and analysed based
on a selected sample of German companies. The results will
provide a contribution to a more reliable basis for future
research topics as well as for the development of innovative
tools to improve the security of production networks.

The remainder of this paper is organized as follows. In
Section II the approach for the presented work is described.
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After this the obtained results are described in Section III, sep-
arated into technical issues and organisational issues. Finally,
the conclusion summarizes the main findings of this study.

II. APPROACH

Although the annual BSI Cyber Security report [7] provides
valuable insights into the state of the security in German
institutions, it has a very broad scope. Regional and industry-
specific statements are hard to obtain.

Therefore, a survey has been initiated within an existing
large partner network of the authors. The overall approach is
shown in Fig. 1. It mainly addressed companies located in
or near North Rhine-Westphalia, which are working in the
production area. The survey consists of 31 questions and has
been submitted to approximately 90 selected companies. The
questions can be divided into three categories: two questions
for defining company size and area, 11 questions related to
the estimation of the general security situation and finally
questions to determine the state of the security in industrial
control networks.

Creation of survey

Selection of
participants

Consolidate and
analyse results

Create final report

Invite to online 
questionnaire

Perform interviews

Fig. 1. Approach and steps of the conducted survey

25 companies provided detailed and usable answers, 21
of them can be categorized into the discrete manufacturing.
The size of the companies range from below 200 employees
(4 companies) to significantly more than 3000 (9 compa-
nies). 6 companies have between 200 and 500 employees
and 6 between 500 and 3000. Please note, that the choice
of the threshold at 500 differs from the usual definition of
the EU commission of small and medium sized companies
(SMEs) [13]. According to the German Institut für Mittel-
standsforschung (IfM) the threshold of 500 for SMEs better
represents the specific German size distribution of companies
[14].

Obviously, these numbers show that the results can not
claim to be representative for all German companies. But as
shown in Sect. III, they do point out that with a high proba-
bility there is a non-negligible part of German companies that
are currently not well equipped for the ongoing convergence
of IT and OT.

III. RESULTS

In case of attacks, the security of production networks
always becomes a matter of managing security incidents.
Therefore, the presentation of the results has been structured
according to the workflow to handle security incidents as
defined in in ISO/IEC 27035 [15]. The workflow consists of
five steps: (i) Prepare, (ii) Identify, (iii) Assess, (iv) Respond,
and (v) Learn. Ordering the results along this line also has the
benefit to identify areas of missing research more clearly and
practically relevant.

As a second dimension mainly technical issues (tools,
etc.) related to securing the production network have been
distinguished from process or organisational aspects. In the
latter category we will also differentiate between big com-
panies (referred to as “big player” (BP) in the following) and
small and medium sized enterprises (SME). Several interesting
differences between these two categories of companies could
be observed.

A common result should be reported first, though. More
than 40% of all companies plan to invest in industrial control
systems in the next future. Almost the same percentage of
companies have experienced serious security incidents during
the last 3 years. For more than 50% of the companies an
increased security of the processes and systems is one driving
factor for further engagement in the development of OT
networks.

A. Technical issues

In the technical area already the first Prepare step in dealing
with security incidents is in general weakly developed. Less
than 40% of the companies possess an up-to-date or any
inventory of the devices, which are connected to the production
network. Most of the companies are only aware of a fraction
of the devices acting in the network. A very important and
widespread use case is the management of remote maintenance
channels. Even though such channels are always a potential
gateway for attackers, only approx. 50% of the companies have
a documentation of these channels. To phrase it differently,
every other company has no structured documentation about
how and from whom their production machines can be reached
from the outside.

Obviously, in an only weakly defined environment it is
almost impossible to secure the perimeter of the network.
Recognising attackers inside the networks is therefore on
one hand of special importance, but on the other hand a
significant challenge. Unfortunately, only about 25% of the
companies deploy an automatic monitoring of the OT network
although more than 70% do not regard the additional effort to
install such a system as prohibiting. Furthermore, as additional
interviews showed there seems to be almost no automatic
anomaly detection in place. Consequently, one is tempted to
call most current implementations of the Identify step a game
of hazard. Since for general security incidents (IT and OT) the
survey reveals that around 20% of the incidents last longer than
one day until recognised, it seems not entirely insensible to



assume that in the OT area we have to act on the assumption
of a considerable portion of long hidden attacks [16].

The third step Assess was mostly addressed in the survey
with questions concerning the organisational structure. Rele-
vant results will therefore be presented in subsection III-B.
Results related to technical issues of the step Respond can be
grouped around the topic on how the company should react
to an intruded attacker. Here, the companies again face some
serious challenges. First, it seems to be obvious that the well-
known approach to security problems in the IT does not work
in OT, because simply shutting down the network, i. e., the
manufacturing system itself, is usually very expensive and not
an option. Therefore, the companies are left with approaches
like implementing security patches. However, only 20% of the
participants are able to run a single vendor landscape in the OT
network. In such heterogeneous environments patching the OT
devices becomes a complex task even if the different patches
are already available. This is further complicated by the fact
that patching is sometimes not easily done or allowed at all
because of certification requirements or the required extensive
testing procedures. Finally, about 60% of the companies rely
on an entirely manual and therefore slow update process of
their OT devices. To sum it up, the available options of the
companies to deal with attacks are currently rather limited. As
main consequence, the reaction time can hardly be estimated,
which poses another problem for many production and plant
managers.

In this survey we did not concentrate on technical issues
concerning the last step (Learn). Again, a few results relevant
for this phase can be found in subsection III-B.

A summary of the discussed results concerning technical
issues is shown in TABLE I.

TABLE I
SUMMARY OF TECHNICAL ISSUES

Category Result

Current inventory < 40%

Documented remote maintenance channels ≈ 50%

Automatic monitoring ≈ 25%

Automatic anomaly detection –

Single vendor landscape < 20%

Manual patching ≈ 60%

B. Organisational issues

In this section the focus is put on security issues which
are closely related to the organisational structure and to
the processes which are implemented by the participating
companies. The mapping of our results to the different steps
is not mandatory or unique, though. Consequently, we put a
special emphasis on the findings which may be assigned to
the steps Assess and Learn, since these two phases have not
been discussed in the previous subsection.

Starting again with the Prepare step, it seems to be in-
teresting that only 35% of the companies have a dedicated

security officer for the OT network established (ICS (Industrial
Control System) security officer). In many cases the security
of the OT network is managed by IT people which requires
at least a learning curve for this group regarding the specific
requirements of the OT world. Security standards and best
practice collections are only implemented partially. While
approximately 80% of the big players (BP) deploy measures
of the German BSI IT-Grundschutz [17] only 35% of the
SMEs have them in place. This portion is further decreased
for standards specific to the security of OT networks such as
the IEC 62443 [18]. An IEC 62443 related project has already
been conducted by 65% of the BP, but only less than 25% of
the SMEs. Hence, it might not be unduly to assert that on an
organisational level many companies are not well prepared for
security attacks on their OT network.

For the step Identify we only mention again the low portion
of companies which deploy an automatic monitoring of the
OT network. Since managed or automatic processes usually
depend on results delivered from monitoring solutions the
Identify step is not anchored in the organisation in most
companies.

A routine risk Assessment of the OT network is done only
by less than 40% of the companies. This is rather low if
compared with the routine risk analysis for the company as
a whole, which is said to be performed by more than 80% of
the companies. Leaving the pure reporting of the results for
a moment we dare to express some subjective appraisement
of such processes: for us such a risk analysis is not a very
consistent one. It seems very difficult to assess the risk of the
whole company without evaluating the current risk of the OT
subsystem. Fortunately, this problem is addressed by BP more
systematically: 80% of the BP take the risk associated with
OT devices into account while only 50% of the SMEs follow
such a consistent and recommended assessment procedure.

For the Respond step we asked for the rules that govern
the handling of incidents. In about 50% of the companies the
same rules apply for IT and OT. Only 7% of the companies
use explicit rules for OT devices. On one hand, this result
indicates the comprehensible desire to standardise the process
landscape. On the other hand one might ask whether global
rules meet the different requirements of IT and OT devices
and processes.

Finally, we would like to use the last step Learn to take
a rough guess which is currently not supported with concrete
numbers. In many of the additional interviews we received the
impression that there is a communication challenge between
the IT and OT departments. Defining a common understanding
of technical terms, clarifying the different requirements and
their motivation and getting an overview over available tools
seems to be a very challenging task.

A summary of the results related to organisational issues
is shown in TABLE II and has been separated into BPs and
SMEs whenever useful.



TABLE II
SUMMARY OF PROCESS AND ORGANISATIONAL ISSUES

Category Big Player SME

Dedicated ICS security officer ≈ 35%

BSI Grundschutz ≈ 80% ≈ 35%

IEC 62443 ≈ 65% <25%

Regular Risk Assessment of OT < 40%

Same rules for IT and OT ≈ 50%

IV. CONCLUSION

Recently, a rapid convergence of IT and OT networks could
be observed. This is mainly caused by the upcoming digital-
ization of businesses and the high demand for information
transparancy. The required increased number of networked
systems poses new challenges on the security of industrial
manufacturing systems. In order to assess the current situation
of manufacturing companies, this study has been performed.
The main conclusions which can be drawn from the discussed
results are summarized in the next paragraphs.

First, it is obvious that some areas of interest are not covered
particularly well by our survey. There is a need to conduct
a survey with a much greater quantitative scope and with a
stronger focus on the assessment, respond and learn steps.
What options do companies really have at the moment to deal
with already infiltrated incidents and what technical aids are
available or needed?

Second, we believe that an optimised technical support
for most steps - especially including the identification and
dealing with incidents - is urgently needed. To what extents do
tools like ICS CyberVision from the french company Sentryo
mitigate this deficit [19]?

Third, we are sure that even without these tools significant
improvements are already possible for most companies. Since
even conceptually very simple measures like a consistent eval-
uation of the risk associated with the OT network or improved
organisational processes and communication patterns are miss-
ing in many companies. However, the implementation of such
measures will already lead to a considerable improvement of
the overall situation.

The results show evidently that the current status is not suf-
ficient to address future challenges. Of course, the vast number
of inherently insecure legacy systems which will probably not
vanish in the near future do pose a serious problem for any
security approach. A research direction should therefore look
for optimised ways of dealing with these systems. On a more
fundamental level, the increasing connectivity and flexibility of
industrial systems requires an adequate protection. Currently
existing best practices are based on static procedure models
[10], [12], [18]. These models will not be feasible if the
systems become more and more flexible. Hence, another main
research questions will be on how to address the increased
flexibility in order to guarantee a sufficient protection of such
systems.
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