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Abstract—The process of digitalisation has an advanced impact
on social lives, state affairs, and the industrial automation
domain. Ubiquitous networks and the increased requirements
in terms of Quality of Service (QoS) create the demand for
future-proof network management. Therefore, new technological
approaches, such as Software-Defined Networks (SDN) or the 5G
Network Slicing concept, are considered. However, the important
topic of cyber security has mainly been ignored in the past.
Recently, this topic has gained a lot of attention due to frequently
reported security related incidents, such as industrial espionage,
or production system manipulations. Hence, this work proposes
a concept for adding cyber security requirements to future net-
work management paradigms. For this purpose, various security
related standards and guidelines are available. However, these
approaches are mainly static, require a high amount of manual
efforts by experts, and need to be performed in a steady manner.
Therefore, the proposed solution contains a dynamic, machine-
readable, automatic, continuous, and future-proof approach to
model and describe cyber security QoS requirements for the
next generation network management.

I. INTRODUCTION

Industry and manufacturing are currently exposed to a
rapidly growing international competitive pressure, which
must be addressed by constant innovations. This results in
simultaneous improvements on the overall performance of
networking infrastructures. The continuous progress with the
ongoing digitalisation of the industrial automation requires
efficient, reliable, high performant, secure, and easy-to-use
networks [1]. Along with these developments, the already very
demanding range of existing requirements on industrial net-
working technologies will continue to increase. This is caused
by the introduction of new applications and use cases such as
augmented reality as well as the growing use of distributed
hardware components, such as sensors or actuators [1].

This need for more efficient networking meets the current
heterogeneous landscape of existing industrial communication
technologies, which have been developed in a highly spe-
cialized manner dedicated to particular industrial applications
and have been implemented mostly as island solutions [2].

In addition to the more demanding range of requirements
in the industrial domain, the prerequisites in terms of plan-
ning, installation, and maintenance are also significantly more
difficult to fulfil than in any other networking domain. All
of these developments are summarized under the globally
used term Industrie 4.0. The overall idea is to combine
production and manufacturing with Information and Commu-
nication Technologies (ICTs) in order to enable the ubiquitous
communication of users, machines, and customers [1].

The associated emerging networking paradigms, such as
5G telecommunication [1] or SDN [3], will further enlarge
the requirements towards network management functionalities.
Innovative use cases and business models like the massive
machine type communication, ultra-reliable critical commu-
nication, and enhanced mobile broadband transmissions will
influence future requirements of network management [2].
Concepts and ideas from these developments, such as the 5G
Network Slicing or the implementation of SDN controllers,
are going to be more important in the industrial domain in the
future and are already under investigation [4], [5], [6].

The related topic of cyber security is currently regarded
in a greater manner as well. It was identified as one of the
basic foundations of the Industrie 4.0 developments including
technical, social, and legal challenges and new concepts of
cyber security, such as Security by Design, are worked on
as well [7], [8]. The amount of regularly reported incidents,
such as cyber attacks, stolen passwords, or customer data
breaches in software systems and cyber espionage in the
industrial sector are constantly growing. Prominent examples
of attacks against companies and governmental organisations
were Stuxnet (2010), Havex (2014), and Dragonfly (2014),
which infiltrated networks in order to steal information or to
damage the physical facilities [9]. Attacks like these result
in huge financial and reputational losses for the victims [10].
They evidently show the increasing gap between the speed
of digitalisation and the required improvements in the area of
cyber security technologies and solutions.
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II. PROBLEM DEFINITION

Nowadays the general aim is to develop a network con-
troller, which is capable to satisfy the currently given and up-
coming requirements regarding network management. This in-
cludes an increased flexibility of production systems regarding
their networking infrastructure, holistic automated processes
without the need for manual interferences by experts, and a
comprehensive inspection of these topics concerning cyber
security in a standardised manner. This upcoming concept
includes a centralized network controller, which represents
the whole intelligence of the network architecture. This con-
troller has a complete overview of the underlying network
regarding the topology or e.g. routing possibilities for packets.
In addition, all used networking devices and technologies
supply the controller with their so called capability profiles
in order to state which functionalities, performance, or cyber
security maturity are available. In contrast to that, the business
applications at the higher levels are able to model their specific
requirements. Consequently, the controller is able to compare
these requirements of the high-level applications with the
capabilities of the underlying network and to instantiate and
allocate the required resources for the communication, which
is summarized as Network Slicing.

In the context of network management, several approaches,
such as SDN [3] or 5G Network Slicing [1], are already
under investigation. In addition, there are first implementations
and technologies already available for SDN, such as various
open-source controllers [11] or the OpenFlow configuration
protocol [12] as a de facto standard in this area. However,
looking at these developments from the cyber security point
of view, several major drawbacks are present. All available
security standards and guidelines, such as the ISO/IEC 62443
for industrial control systems or the VDI/VDE 2182 used for
risk and threat assessment, are very static in their nature as
security analysis processes [13], [14]. They require a cyclic
and continuous input of manual efforts by cyber security
experts and are not easy to perform for common stakeholders
from the industrial automation domain.

Due to a recent survey, the overall Industrie 4.0 develop-
ments can be divided into four design principles: Intercon-
nection, information transparency, decentralized decisions, and
technical assistance. This categorisation shows the most impor-
tant upcoming topics for manufacturers and researchers. The
corresponding use cases can be used to define the requirements
towards future network management solutions as well [15].

1) Dynamic concepts in order to be adaptive towards fre-
quent network changes

2) Automatic processes to be performed without efforts of
human experts

3) Machine-readable data formats and languages with plat-
form independency

4) Continuous and cyclic concepts to handle the wholesome
network traffic

5) Future-proof approaches capable of adapting to new
networking trends

III. SOLUTION APPROACH

The solution approach proposed in this work addresses
the previously stated problems by defining a standardized
description of cyber security QoS requirements using adapted
characteristics from the ISO/IEC 62443 cyber security stan-
dard in order to support an automatic network management.
The approach should be applicable to various networking tech-
nologies without the limitation on a specific communication
protocol, operating system, or platform. Instead, it should ad-
dress the heterogeneity of industrial networking technologies.
Therefore, the special characteristics of the already known
legacy and also currently developed technologies need to be
simplified, easy to adapt, portable, application controlled, and
as flexible as possible.

The observed difference in the domain of qualitative cyber
security QoS requirements in contrast to typical quantitative
QoS requirements, such as bandwidth, latency, or reliability, is
a great challenge. It requires the definition of a standardized
way of QoS descriptions, which are also measurable, com-
parable, and usable in a user-friendly way for the industrial
automation domain. The idea is to adapt the concepts of
Foundational Requirements (FRs), Security Levels (SLs) and
the different type definition of SLs (Target / Achieved /
Capability) from the ISO/IEC 62443 standard to use it for
QoS requirement specification [13].
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Fig. 1. Proposed solution approach for future network management

Figure 1 shows the proposed solution approach and all
involved parts coloured in grey with focus on the modelling
of cyber security maturity information inside the scope of
Network Slicing. The cyber security QoS requirements of
the applications (top-down approach) and the capabilities of
the underlying networking technologies (bottom-up approach)
are collected in a technology independent modelling format
and supply the SDN controller with the needed information.
They are rated in terms of the seven FRs with the SLs
types from the ISO/IEC 62443 standard resulting in cyber
security QoS description vectors. This makes them machine-
readable for an automatic, dynamic, continuous, and future-
proof network monitoring and management based on the SDN
and 5G Network Slicing concepts.



In addition, the proposed solution approach is prototypically
implemented in a dynamic, partly automatic to a certain
degree, machine-readable, continuous, and future-proof way.
This characteristics and functionalities ensure the overall ap-
plicability and usability in a greater scope inside the industrial
automation environment outside the prototype as well. The
implementation is based on open-source, low-cost, and freely
available hardware and software components, such as the
Zodiac FX SDN Switch [16], Raspberry Pi 3 Model B, and the
Ryu SDN controller [11]. Figure 1 provides an overview about
the included components. The communication and respectively
the evaluation of the proposed solution approach is based on
OPC UA with the two example applications, the Augmented
Reality Worker and the Mobile Robot originating from the
Industrie 4.0 design principles [15]. Nevertheless, the approach
does not work fully automatic. Some manual efforts regarding
the preparation of the cyber security QoS description vectors is
still required. This task of evaluating networking technologies
needs to be done by human security experts from e.g. the
system integrators, product suppliers, or service providers.
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Fig. 2. Description of prototypical implementation for the evaluation

IV. EVALUATION

The proposed solution approach from this work includes the
concept of the cyber security QoS description vectors based on
the ISO/IEC 62443 security standard. The seven FRs defined
in this standard are adapted in order to describe the cyber
security maturity of a given application or communication
technology. The evaluation of already existing technologies
regarding this approach is essential to make them comparable
for the SDN controlled Network Slicing negotiation and re-
source allocation processes. OPC UA as a de-facto standard of
the Industrie 4.0 developments inside the automation domain
is taken as an example in order to show the applicability of
the approach to modern communication technologies which
provide advanced cyber security functionalities.

OPC UA as a middleware technology offers a variety of
profiles for servers and clients, which describe the needed min-
imal characteristics and functionalities required for a correct

and secure connection and transmission of information [17].
All profiles include facets, which define specific areas of
functionality, e.g. security policies. In general, four security
policies are available in OPC UA : None (1), Basic128RSA15
(2), Basic256 (3), and Basic256Sha256 (4). These basic poli-
cies can be used with three different modes: None (1), Sign
(2), and Sign & Encrypt (3). As an example the Standard
OPC UA Server Profile is investigated further in order to
evaluate it regarding the proposed solution approach based
on the ISO/IEC 62443 security standard. This includes the
rating of the seven defined FRs from the standard against the
four available SLs. Various OPC UA security mechanisms
are required and defined inside this profile, which enable
an evaluation. Table I shows an overview of the OPC UA
example based on the defined profile for the cyber security
QoS description vector.

TABLE I
OPC UA CYBER SECURITY QOS DESCRIPTION VECTOR

FR Name SL OPC UA Security Mechanisms
1 IAC 4 User Identity Tokens

Application Instance Certificates
Software Certificates

2 UC 3 User Identity Tokens
User Access Rights Restrictions

3 DI 2 Symmetric Signature Algorithms (HmacSha1)
Asymmetric Signature Algorithms (RsaSha1)

4 DC 2 Symmetric Encryption Algorithms (Aes128)
Asymmetric Encryption Algorithms (Rsa15)

5 RDF 3 Application Instance Certificates
Software Certificates

6 TRE 1 None
7 RA 2 Minimising Consequences of Message Flooding

The definition of the cyber security QoS description vector
of the OPC UA example revealed some drawbacks to be dis-
cussed. In general, the cyber security objectives (Availability,
Integrity, and Confidentiality) are covered by the seven FRs
from the ISO/IEC 62443 security standard. These goals are
covered by the FRs 3 (Integrity), 4 (Confidentiality), and 7
(Availability). Nevertheless, in this context the FR 7 is stan-
dardized too specific regarding the defence against Denial-of-
Service (DoS) attacks. In addition, the FRs 4, 5, and 6 could be
enhanced with extra information because the basis of System
Requirements (SRs) is too small and does not cover all of the
important aspects. Subjects, such as definitions towards the
whole life cycle of products or the difference between physical
integrity of hardware components and logical integrity of
software or data, are missing. To sum it up, the usage of the
seven FRs fits well to the bottom-up approach of describing
networking technologies and only to a certain degree to the
top-down approach of describing application requirements. In
Table II a summary of the evaluation regarding the various FRs
and their characteristics is shown. The following rating pattern
is used: + (fits well), ˜ (partly fits to the specified degree), and
- (does not fit at all).



TABLE II
EVALUATION OF THE SEVEN FRS AND THEIR CHARACTERISTICS

FR Rating Evaluation Remarks
1 ˜ Does not fit to application requirements

This requirement needs to be always given
2 ˜ Does not fit to application requirements

This requirement needs to be always given
3 + Covers the security goal of integrity

Ideas are usable for applications and technologies
4 + Covers the security goal of confidentiality

Ideas are usable for applications and technologies
5 - Definition of zones and conduits does not fit at all

Application and network technologies cannot be suited
6 + Very important point for security descriptions

Additional specifications as SRs are required
7 ˜ Definition is too specific regarding DoS

Does not cover the security goal of availability

V. CONCLUSION AND FUTURE WORK

Today’s developments inside the industrial automation do-
main are progressing further due to the rapid digitalisation.
The omnipresence of communication networks and the in-
creasing number of different applications, services, and users
in every aspect of industry requires future-proof and user-
friendly network monitoring and management solutions. The
corresponding topics of QoS provisioning and resource reser-
vation is an essential part of upcoming networking paradigms,
such as SDN or the 5G concept of Network Slicing.

Nevertheless, there exists currently no standardized ap-
proach for modeling the related cyber security functionalities
and maturity, which is essentially required to support network
management. In addition to this, all available security analyses
nowadays, such as the ISO/IEC 62443 standard, are very
static in their nature, require a cyclic and continuous input
of manual efforts by cyber security experts. They are not
easy to perform for common stakeholders from the industrial
automation domain. In conclusion, the upcoming develop-
ments of Industrie 4.0 require future-proof concepts in order
to close the widening gap between the needed flexibility for
network management and the available, static, and manual
cyber security analysis and management processes.

Therefore, in this work an approach for adding the non-
functional QoS requirements of cyber security to the fu-
ture networking paradigms is proposed, which is dynamic,
machine-readable, automatic, continuous, and future-proof.
The ISO/IEC 62443 security standard was used to model
and describe the cyber security maturity of the high-level
application requirements and the underlying networking capa-
bilities in order to support network management. Th presented
approach uses the seven defined FRs and evaluates them with
the predefined four SLs which results in a numerical specifi-
cation of the cyber security maturity of the given application
requirements or networking capabilities.

In addition, it is supported by the described prototypical im-
plementation to show the general applicability for the broader
scope of industrial environments. The result of the evaluation
show the general usability of the approach, but also reveals
first drawbacks and open issues to resolve with future work.

Some of the FRs are defined with too less details or do not fit
to the characteristics of application requirements and the SLs
are specified in a very vague way. In order to overcome this,
additional efforts are required, such as the enhancement of the
approach with e.g. the Security Assertion Markup Language
(SAML) or the ISO/IEC 15408 security standard and the
further evaluation for the compliance with already available
SDN or OpenFlow technologies.
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